Cisco Enable WPA for Tablets and Verifone PEDS
CISCO AIR SAP1602I - SETUP FROM SCRATCH

[bookmark: _GoBack]Turn on the AP

1. Boot up the AP – Find the IP address of the AP it will default to DHCP so you need to find out what it is.
Connect to AP
1. Connect using HTTP://<IP OF ACCESS POINT>
user= Cisco		- note CAPITAL C
pass = Cisco

Configure AP Using Web Interface

Step 1 – SSID Config
1. Goto HOME
2. Easy Setup
3. Network Configuration
4. SSID for  Radio 2.4GHz and Radio 5GHz enter IBSAP1
5. Tick Broadcast SSID in Beacon on both
6. PRSSS APPLY under Radio 2.4GHz

Step 2 – Radio Enable
1. Goto Security TAB
2. Select SSID Manager
3. SELECT IBSAP1
4. Interface - Tick Radio0-802.11N2.4GHz + Radio1-802.11N5GHz
5. PRESS APPLY




Step 3 – Encryption Mode
1. Goto Security TAB
2. Select Encryption Manager
3. Cipher - Encryption Mode Set To AES CCMP + TKIP 
4. Press - APPLY ALL

Step 4 – Auth And PSK
1. Goto Security TAB
2. Select SSID Manager
3. Select IBSAP1 SSID from the Current SSID List
4. Select "Open Authentication" Select "<NO ADDITION>"
5. Set Key Management to Mandatory
6. Check the Enable WPA checkbox
7. Select WPA from the drop-down list 
8. Enter the WPA Pre-shared Key. - 36277d354e
9. PRESS APPLY

Step 5 – Enable Radio
Select HOME
select Radio0-802.11N2.4GHz 
select settings
select ENABLE
PRESS APPLY
Select HOME
select Radio1-802.11N5GHz 
select settings
select ENABLE
PRESS APPLY

Refresh a few time both Radios should be UP and GREEN - may take a while

Step 7 – AP Security
Select SECURITY
Select ADMIN ACCESS
Highlight NEW Above "Cisco"
Enter admin in Username
Enter 3Hevron5 in Password
Capability Settings: = Read-Write 
PRESS APPLY
Select CISCO
Press "DELETE"

Step 8 – Set User List
Select Local User List Only (Individual Passwords) 
PRESS APPLY

Final Settings Info
Login to AP as admin - 3Hevron5
The SSID for Connection will be IBSAP1
The Password for Connection will be 36277d354e
Encryption is WPA
